
PRIVACY NOTICE OF THE AUTHORISATION FUNCTIONALITY 

The central authorisations management information system called Pääsuke is the centrally managed authorisation 
management system of the Estonian e-state, where the user (you/the data subject) can manage the authorisations 
granted to or by them that are valid in the self-service environments which have joined Pääsuke. The privacy policy of 
the state portal eesti.ee, including the rights of the data subject (i.e. you), can be found at HERE. The Estonian 
Information System Authority cares about the security of your personal data and complies with the applicable data 
protection regulations when processing personal data.  

GENERAL INFORMATION The Estonian Information System Authority (RIA/we/us), registry code 70006317, address 
Pärnu mnt 139a Tallinn Harjumaa 15169, general email ria@ria.ee, data protection email andmekaitse@ria.ee, 

is the data controller when processing personal data for the purpose of providing the functionality of the 
authorisations. RIA controls the processing of personal data in the authorisation functionality, but is not 
responsible for how the person/authority to whom the data subject grants authorisation processes the personal 
data of the user. 

WHICH PERSONAL DATA IS PROCESSED IN THE AUTHORISATION FUNCTIONALITY? When you use the authorisation functionality, 
we process authentication information (authentication method – ID card, Mobile-ID, or Smart-ID and 
authentication success/failure). In order for the user to be able to manage their authorisations in the central 
authorisation management system, RIA queries databases, collecting and processing your personal data as the 
controller. The authorisations given and received (their content and validity) are visible in the self-service of the 
state portal. You can also opt out of the authorisation in Pääsuke. We therefore process information on and 
history of authentication and authorisations granted and received.  

ON WHAT BASIS AND WHY DO WE PROCESS YOUR PERSONAL DATA? We process personal data for the purpose of providing 
the functionality of the authorisations. We provide the authorisation functionality as part of our public tasks and 
process personal data in the public interest when performing these tasks; you select and grant the specific 
authorisations. See the second page for what data the databases return in relation to authorisations. 
 
WHO CAN ACCESS YOUR PERSONAL DATA? As part of the authorisation functionality, we transfer personal data to those 
persons to whom you have granted or from who you have received the authorisation (they will be able to see the 

fact of granting/receiving authorisation and the content of the authorisation). RIA does not use processors to 
provide the authorisation functionality. Our employees have access to personal data when it is necessary for the 
performance of their duties and they are aware of the confidential nature of personal data. There are certain 
exceptions when we may transfer data to, for example, public authorities (e.g. for investigations) – see chapter 
‘Forwarding personal data and processing by data processors’ of the privacy policy of the state portal eesti.ee 
for more information about these exceptions. In any case, your personal data will not be disclosed without a 
legal basis. 
 
HOW LONG DO WE RETAIN PERSONAL DATA? We are guided by the principle that personal data may be processed and 
stored only for the time necessary for the purpose for which it is collected. The authorisation is valid until 
revoked or until the time specified in the authorisation. We retain data on authorisations for 3 years.  
 
DO YOU HAVE QUESTIONS ABOUT THE PROCESSING OF PERSONAL DATA? More information about the processing of personal 
data and the rights of the data subject can be found in the privacy policy of the state portal eesti.ee. In addition, 

you can always contact our Data Protection Officer with any questions you may have by writing to 
andmekaitse@ria.ee. We are happy to help! You also have the right to file complaints related to personal data 
with the Data Protection Inspectorate (https://www.aki.ee) and the courts if you believe your rights have been 
infringed. 
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The data collections return the data in the table below as a response. 

 
Data 

Personal information 

Detailed information 

First name 

Last name 

Personal identification code (provided after logging in) 

Legal capacity when granting, delegating, and withdrawing authorisations 

Information on the legal representative 

Data about the person whose legal representative you are 

Register 

Population Register 

Data controller 

Ministry of the Interior 

 

Data 

Data of the person as a legal representative of a legal entity 

Detailed information 

First name 

Last name 

Personal identification code (provided after logging in) 

Country of the personal identification code 

Role in the legal entity 

Form of representation 

Register 

Business Register 

Data controller 

Ministry of Justice 
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